The most significant change for Secure Sockets Layer (SSL) support in E-Business Suite Release
12 is the use of the mod_ossl module for the Oracle HTTP Server. Like mod_ssl, the mod_ossl
plug-in enables strong cryptography for Oracle HTTP Server. In contrast to the OpenSSL module,
mod_ossl is based on the Oracle implementation of SSL, which supports SSL 3, and is based on
Certicom and RSA Security technology.

In Release 12 SSL certificates will be managed by the Oracle Wallet Manager 10g, which will be

accessible via the familiar OWM graphical user interface (GUI) or the new ORAPKI command line
interface (CLI). Since Release 12 will be using the Forms Listener Servlet a separate certificate

is no longer needed for Forms. Forms will share the same wallet as the Oracle HTTP Server.

Note: The use of the Forms Server Listener with ConnectMode=https is not supported.
ConnectMode=https only works with Jlnitiator which includes the Oracle SSL libraries. Release
12 uses the Sun Java Plugin and if you need to use https for the forms communication layer, you
must use the serviet architecture.

Secure Sockets Layer (SSL)

SSL is a technology that defines the essential functions of mutual authentication, data encryption,
and data integrity for secure transactions. Exchange of data between the client and server in
such secure transactions is said to use the Secure Sockets Layer (SSL).

SSL uses 2 types of Certificates:

1. User certificates
These are Certificates issued to servers or users to prove their identity in a public
key/private key exchange.

2. Trusted certificates
These are Certificates representing entities whom you trust - such as certificate
authorities who sign the user certificates they issue.

How SSL works with Middle Tier Oracle HTTP Server:

—

The client sends a request to the server using HTTPS connection mode.

2. The server presents its certificate to the client. This certificate contains the server's
identifying information.

3. The client checks its list of Trust points and compares the information in the certificate

with the server's public key. If it matches, the server is authenticated as a trusted server.

The client sends the server a list of the encryption levels, or ciphers, that it can use.

The server receives the list and selects the strongest level of encryption that they have in

common.

6. The client creates a session key which is used to encrypt the data and sends this session

key to the server which can decrypt the data with its private key

vk


http://avdeo.com/enabling-ssl-in-oracle-e-business-suite-release-12/

How SSL works with Oracle Database Server:

1. The UTL_HTTP package is used for making HTTP callouts from SQL and PL/SQL to a
Web Node (Oracle HTTP server).

2. When the package fetches data from a Web site using HTTPS, it specifies the location to
the Oracle Wallet that resides on the database server. This wallet contains the certificate
for the Certifying Authority (CA) who signed the Web node's server certificate.

Certificate Authority (CA)

A Certificate Authority is a trusted third party responsible for issuing, revoking, and renewing
digital certificates. All digital certificates are signed with the Certificate Authority's private key to
ensure authenticity. The Certificate Authority's Public Key is widely distributed.

Certificate Signing Request (CSR)

A Certificate Signing Request (CSR) is a digital file which contains your public key and your name.
You send the CSR to a Certifying Authority (CA) to be converted into a real Certificate.

Digital Certificate (Public Key)

A digital certificate is an electronic document that binds an identity to a pair of electronic keys
that can be used to encrypt and sign digital information. Certificates are issued by a trusted third
party, called a Certification Authority (CA). The document is usually in a standard X509 format
and contains three elements:

1. Entity attributes (information about your organization)
2. Public key (which is bound to your organization)
3. Digital signature of the trusted CA private key

Verisign (http://verisign.com/) will allow your organization to apply for a free trial certificate
which will be valid for 2 weeks for testing purposes.

Private (Server) Key

The private key file is a digital file that you generate and for use to decrypt messages sent to
you. The certificate request (CSR) that you send to your Certificate Authority (CA) is derived from
this private key. Therefore, the resulting digital certificate (containing your public key) which is
issued by your CA, is bound to this private key.

Secure Server Certificates

Secure Server Certificates are 128 bit certificates which provide 128 bit SSL encryption. If a
browser has 128 bit support, then encryption is negotiated to 128 bits. However, if the browser
only supports 40 bit encryption, the level of encryption, regardless of a 128 bit certificate, will be
negotiated down to 40 bits.


http://verisgn.com/

Global Server Certificates

Global Server Certificates, also referred to as Server Gated Cryptography, are 128 bit certificates
that enable all browsers to use 128 bit encryption, even if the browser only supports 40 bit
encryption. A global server certificate usually has 2 parts: the certificate itself and an extra
intermediate certificate which is used to provide the step-up. The marketing names of these
certificates vary depending on the company that issues the certificate, for example, Thawte calls
them 128 bit SuperCerts. It is not possible to get trial versions of global server certificates;
therefore it is not possible to test unless one is purchased.

Secure Socket Layer Accelerators

Secure Socket Layer (SSL) Accelerators can be used to reduce the SSL traffic and workload off
the web servers. Usually SSL accelerators are the primary targets for https requests from the
user's desktop and thus are the initial target for all desktop client communication. They are
responsible for converting "https" SSL requests to non-SSL "http" requests, directing the request
to the http server which is running in non-SSL mode. Before sending the response back to the
desktop they again convert the non-SSL requests to SSL requests.

Middle tier setup

The default location for the wallet in Release 12 is $INST_TOP/certs/Apache. This directory
contains a wallet with demo certificates. If you wish to use these certificates for testing start
with “Step -8” below to configure SSL, and then do Steps 1 through 7 when you are ready to
switch to real certificates.

The demo certificates are not secure and should never be used in a production environment.
The main steps for setting up SSL on the Middle Tier are:

1. Set Your Environment.

2. Create a wallet.

3. Create a Certificate Request.

4. Submit the Certificate Request to a Certifying Authority.
5. Import your Server Certificate to the Wallet.

6. Copy the Apache Wallet to the OPMN Wallet.

7. Update the JDK Cacerts File.

8. Update the Context File.

9. Run Autoconfig.

10. Restart the middle tier services.



Step 1- Set Your Environment
e Logon to the application middle tier as the OS user who owns the middle tier files.
e Source your middle tier environment file (APPS<sid_machine>.env) located in the
APPL_TOP directory.
¢ Navigate to the $INST_TOP/ora/10.1.3 and source the <sid_machine>.env file to set
your
10.1.3 ORACLE_HOME variables.
cd $INST_TOP/ora/10.1.3
. ./JOBIEE_linux1.env
echo $ORACLE_HOME

/d04/oracle/OBIEE/apps/tech_st/10.1.3

Step 2 - Create a wallet

¢ Navigate to the $INST_TOP/certs/Apache directory.

e Move the existing wallet files to a backup directory in case you wish to use them again in
the future.

cd $INST_TOP/certs/

¢p -R Apache Apache_bak

e Open the Wallet manager as a background process:
owm &

Oracle Wallet Manager B|EE|

grations  Help ORACLE

e On the Oracle Wallet Manager Menu navigate to Wallet -> New.
Answer NO to: “Your default wallet directory doesn't exist. Do you wish to create it
now?”




Oracle Wallet Manager

Your default wallet |:1irE|:~I|:|r“~,,J does not exist,
Do wou want to create jt?

New Wallet

Aopassword must: _

* Hawve a minimurm of eight characters

* Cantain alphabetic characters

* Contain numbers or special characters

ifallet F'EI.SE:'I.I'I.I'Drlj: 1*1\-******

Confirm Password: ]*********

fallet Tyvpe: Standcard '|

(0] Cancel )

A

e The new wallet screen will now prompt you to enter a password for your wallet.

Click YES when prompted:
“A new empty wallet has been created. Do you wish to create a certificate request at
this time?”

Oracle Wallet Manager

s Anew empty wallet has been created.
Do you want 10 create a certificate requeast at this
time?




Step 3 - Create a Certificate Request

After clicking "Yes" in step 2 the Create Certificate Request Screen will pop up:

Create Certificate Request

Flease enter the following infarmation 1o create an identity,

LS

Fill in the appropriate values where:

Common Name: is the name of your server including the domain.
Organizational Unit: (optional) The unit within your organization.
Organization: is the name of your organization.

Locality/City: is your locality or city.
State/Province:

Select your Country from the drop down list.
Click OK.

Cormrron barme: |Iinux1.|:|:|m

Qrganizational Unit: |

Qrganization: |Oran:|e

Lacalityy City. Fremant

State/Frovince: ||:a|if|:|rnia

Cauntry, ]Llnited States "'i feyy Size: IEE_&}—_-]
D (Chl=linux1.com, O=0racle, L=Framant, ST =calift

Achwanced ]

0K I Cancel |

.

is the full name of your State or Province - do not abbreviate.


https://supporthtml.oracle.com/ep/faces/secure/km/DocumentDisplay.jspx?id=376700.1&h=Y#create_wallet

Oracle Wallet Manager

e A centificate request has been created.

Flease subrmit it to a Certificate Authority, You can use
"Expart Certificate Reguest” to export it into a file.

Oracle Wallet Manager

ORACLE

Certificate Reguest

—53 Class 1 Public
-3 Class 2 Public '
—-—ﬁ Clazs 2 Puhblic Requestad Identity.
@,Secure Server
=3 CTE CyherTru Key Size: |1024
—@GTE CyberTru KEYTWE |RSA.
| =
|53 Entrust.net Ce & Certificate Reguest:
-
SR Entrust.net Seqg ——-—-BEGIN NEW CERTIFICATE REQUEST-----
- MITBTTCESWIBADAHSWCOYDVOQGEWIVUZEL HAKGALUECEHCYZE xDZANBONVEA

|EN-=apr:rscert, D=oracle, 5T=ca, C=U5

!

-

i : HﬂSG&lUEﬂxHIYKBWGEN'IEn‘ﬂngSwDﬂ‘r’JKDZIhECN.&QEB"BQ.E\DQYOAMIGJ.&DGBAN
s Z0WGkGn1 DMPerqKNR‘ZU2pUKlYEU#}HE[XMghEJRBWL‘uQ(EGMm oI9cevand
I I"gyr44j}xﬂsaﬂﬁEI&XEUG‘L‘.hQanURXQTKOthMthjSinErES rugvoel yirljleu
@?ﬁgMBﬁ&Gg&D,&Nngqhm @mﬁﬁﬂﬂﬁ&&ﬂﬂgf}ﬂvauhlh%ﬁ Elali BffEUEi‘F‘Tlr!ll !
DCHKSSpgR.&ﬁZ)(SBJ4ale4aE2+LHEg3{{15Pbmu;t8mUT hn/ciynelp+sklacc
dTheGl] Ebh‘IWHWEnE.'] ijARdl?CU'QanGmDIPdPEHDMJ 18{4—?28])3‘&8#\155!1
—————END NEW CERTIFICATE REEUEST————

Step 4 - Submit the Certificate Request to a Certifying Authority

You will need to export the Certificate Request before you can submit it to a Certifying Authority.
To do so:

e Click on Certificate [Requested] to Highlight it.



Oracle Wallet Manager.

ORACLE

Identity:

{CM=appscer, O=oracle, ST=ca, C=U5

—@Secure Ser\fer
-8 GTE CyberTru Key Size: [1024
Kew Type: [rSA

Certificate Reguest:

———BEGIN NEW CERTIFICATE REQUEST

HIIBT‘TCBEWIBR&D?—’&HDSWG WOOGEWIWUZEL MAKGATUECBMCY 2E XDz ENB ohVEL,

MﬂBQ&JUEﬁxMW{Bm?_m cnQwoZenb Y IKoZIhicHAQEBBOADGYOAMI GIADGBAN
bkl (B /g b 33VYLAVXC G U 0 I9c evs 0.

rgyrd&]y\ﬂfjedﬂ _t:r)(sUGthQnUWURXQTKOjcNMthBiWQVSSBruBMDe] Nyvi]]_eu

K47 AgHEAAGEADANBgkahki (OWOBAIQF AADBONAYavhINONP1 ERi 8 FFEUSITHL

DEHKSS;Jgk.&yfrZKS}MalGHALaEEJ-LHEg?pf;"lSP;EJmu};BDIJﬂhﬂ/twgeIp+SKU}cJ:c

dThEGC] tbeKHWEnE] MfjﬁRél?CvQEa.wGmDIP’dPZHDHJlB;’+?EB] HaBWsc ==

e From the menu click Operations -> Export Certificate Request
e Save the file as server.csr

Press OK once you fill all information. Save wallet in SINST TOP/certs/Apache folder
with name (server_name).cer

Once saved, it will ask, “A wallet already exist, you want to override”. You can say yes.
Click on certificate Request in the list provided on left side of Oracle wallet manager
window and you can see your request contents on right side as seen in below screen.

The wallet directory will now contain the following files:

cwallet.sso
ewallet.p12
server.csr



-TW-—————— 1 applmgr dba 601 Jun 4 23:04 server.csr
-TW-—————— 1 applmgr dba 9085 Jun 4 23:07 ewallet.pl2
—TW-—————— 1 applmgr dba 9113 Jun 4 23:07 cwallet.sso

You may now submit server.csr to your Certifying Authority to request a Server Certificate.
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WELCOME
[——

Welcome

Help
Product: Trial SSL Certificate

Free Trial 5L Cedificate, 14 days validity period.

Enrolling for a certificate includes the following steps:

Step 1. Enter your Technical Contact information.
Step 2. ldertify your server platform and enter your Certificate Signing Reguest (CSR).

A CSR iz reguired for enroliment. Heed help generating a CSR?

Step 3. Verify your C3R and enter & challenge phrase for this cerificate.
Step 4. Confirm and submit your order.

Step 5. Install the Test CA Root.

Step 6. Receive (via email) and install your Trial SSL Cetificate.

Continue :

Enter Certificate Signing Request (CSR)

* Reguired field

* Select Server Platform: Cerificate Signing Regquest example:

----- BEGIN NEW CER TIFICATE REQUEST---
WA CT O AL AL g a0 TAXBgHWEAMTEH 43 4527 p c2InbiS b2 b-DzaN Bighhy

Bis TENR I gN DER M55 tGA1 L EChMIVTIVY WNRZ244 JAUBgN VERGTDU v st iy
IFEp ez ARBgNVBAGTC kN hbi3Imbz ualiVExCzA B gN VBT TARTME b T koZ
oADK EF FElamBuczhlbH Redrmir aXNEZ 290 20thdFint S IKaZ b ol AQERBRAD
S5 AIBAN M hAUC L GE i TyPql S vlbLzy ehREth M0 g BDrCph/hd
7tk 2y HIgIPAET eStsl RR ECANEAR ACC ARG MM TBBAGCNIRIC AZER

F g o LiAuhESN Sy MEEG T GADDEgicC ADSMz oA 1L dOw EB IEAVIESD A
BahNVHSL EGDANBgarBgEEATIZAgE B ggrBgEF BlcD Azl B0 THKnTBBAGC NlCAIGE

* Select Yersion: T Bl BARGOAEDA0B]AH b B GEAZ g BOACAALInEDAH AbuuBuAG ot ABDAH I
2 QERAAHDA b B HL AT DBt 5 DB ARLIA B AGEAdg BpA G QAZOE AAGIAIT TDERT
540 ~ By 1S DI00EURTIOLIC hSU ECnEUUT 53UV RICSZD S9Ny 2y HALC S YLmb
. 2R LZZbiizH [UCD  HeZaR AP pr KLEEC TLwdinldeziye | inoBxEF eHU At Th
Y ho Tp7/FC T TERDRN T drailT muy TUULLiphdFE Ayl ienD LY IKAZ | chl AEF
2D QRAEOKDUKI Cs ND MR EVIdHAi0gGgrak b8 Py XPEONBMITHSELN redEID

AT rmedmi AN dhBY e+ chgel aB0S
-----END NEW CER TIFICATE REQUEST-----

* Paste Cerificate Signing Request (CER), obtained from your server.  More Information

MIIBEf=CEGQIBADBANOswC OV DVOOGEwIVIzELMAKGAIUECENCQOExD 2 ANEGNVE A0 TERS v Y WNs ZTET
MEEGAITEAXMERGludEgx LnvhTCEnz ANBgkaghkiGOwOBAQEF ALOB J QA Y CgYEAre T7S0gxnd Dw
TLoguSSefMESenYinWFEU RO IZwiDel 1O fnKxD Z4+5LAWNS j S S0WHkuT ZolwE2 eP 1LIFNVI
evEr OmZpDmEus/ wrbu T JUPS 1 B3 0Aep3RAYVEOESEIOTvPLSalXfCh373ZEC40wMNnE 1/ MF5x
ShOLCwveCAWE AR A AMAOGCE GRS ITh3DOERBAUARYGEAF b 1D 27 CEZGLw ISOGNHTAn9gyEpeeilaln
ICHSESFIETAlmOcRGyUnHESEX I Mino 5S+VES Yoo I0FgDdwv 1 hZaGE L1u7ngEJExaXTIC TkAOTeoL /
préo0pallBdklbiz43rvEQUo lIEBREZVGe2 CIUNsQRGTuv 6 iVE T SNallGEPwa 9 2o



Product: Trial SSL Certificate

Free Trial 5L Certificate, 14 days validity period.

CSR information

The requested certificate wil include the following details from the CER

Common Hame: linumxl.com CityiLocation: Fremaont

Organization; Oracle StateProvince: california Change CSR
CQrganizational Unit: Courtry: U3

Challenge phrase

Create a new challenge phraze (password) for your SSL cedificste. Do not lose the challenge phrase! The challenge phrase is used the
next time you renewy this cerdificate or in case you revaoke or make changes to the cedificate.

* Required field
* Chalenge Phraze. sosssssss
* Re-enter Challenge Phrase: esesssssew

* Remincer Question: |oracle10g

Continue

otep 2. Download the Trial S50 Intermediate CA Certificate.

To download the Trial Intermediate CA on each YWeb server you are testing with, go to:
http:Afwosnee verisign. comdsupportfersion-intermediate-cadrial- secure-serer-intermediatedind e html




Intermediate CA Certificates

Email E
Secure Site Trial Intermediate Certificate

Zopy and paste the contents in the hox below, and paste into 3 plain text file. Be sure t0 use a text editor such as Motepad or Vi

HOTE: Copy: (CTRL + € on PC, Command + © on Mac)
Paste: (CTRL + WV on PC, Command + W on Mac)

Flease refer directly to Step 1: Install CA Cedificate on aur SEL Installation Instructions page.

i BEEGIN CERTIFICATE-—--—- Lo
IMIIFfDCCEGEgAwIBAgT] £iuthLvCVEwSulE3 THOUGDANE gk qghki GOwOBAQUFAD CE
|JDELMAECALUEELMCVVM Fe AVEgNVEAC TD LElenl TalWduLCE JTbun M TAwLgTDWI0L
|EydGhEIgVEVadCEQdxJwb3NleyEPbns ELiAgTnS g M e d-Thbnl ]l cy4 xMj AvE gV
|{BAMTEVEZlem ]l TalduIFRyallFsIFNITAWyESETEM I 2 2T gUn 3 wdCED QS AL TECyME 43
|DTAEMD QuHTAwMD AwMF oXD TESMDMzMT Izl Tk 10VowgcsxCe A JEgNUEBAY TALVTM oo
| FQYDVQQKEWENEZXIpUZ InbiwgSWE ] LI EvMC4GAI UECxMn PnSwIFRl c30gUHY o Go2
|Z¥MyTZ 52e84gTESvIGFzo3Vy YIS ) ZX MU Iw0AYDVIALEZ ITEH It cyBrEiB Lo 2 Uy
| THQoaHROcHME Ly 3dZcudnVyaMpEE4uTe 3 LENwoy 202X 0T E EgHGHp Dk x LT A
|BgNVEAMT JFZlenl TaldulFiyaWFs IFNLIYVyEZSETEHT 224 I gQOEgLSEHM] COAS I
DY TEoEThweNAQEEEQAD yEPADCCAQ o CyyEEAN T SdP SAMzWERTVE Tk b Pl CA7
(B0 FxZEZATIEWG+IpM4 7+ QXS TeLT0Vo Oykw It 500 + 2nKr 9K A lb /e MOTHz g
:tJszVKle4dDSHZDSUjAPquhZAGxfNV4mzr4rggtEElGlyﬂ32AthqugEKVSV
(E/DELTI?ED s TuRTgHT 242 PI0rh4C+ 2y 1lbo] fAqtslepdTVDxTInI 1 Salx ThilwIT7
1ibkJEIEH+sNuEAEIEEqe T eEw i VPh FATUO00L T usq Myl 8ni sHun 1M 7 +th 1ha 7 0K
|MITAr VB FebkpL IwlNpwrhL B/ wiS 16t PEHRF Q4 Pnwy OnBvz o gCHwmiIZ £6QUCAWER
|AalCAZcwggETMD QGCCsCAQUFEwERBEC orJ JAREqqrEgEFEJ owdA T VaHROcDowLE ]
todhudnWy ek Np 2 24uTZ e MBI CALTAEwEE Aw) IMAYEA £ 3 CAQAwEw YD VROGEEQwO JBA
|BypghkgBhvhFAQcVHD IwvMAY IKwYEEQUHAGEWI Ch)dHE =01 Bwd2d2 lnZleml zalldu
| LnNwh &9 ) cHMwd GV zdGNhLeATEgNVHES END AYMD CyLgAshipodHEw0i 8w T3 sLnEl
cnlzaldulnMvbhE TVl I UcnlhbF Jwh3 FHML & cnwwD g YD VEOPAQH /BAQDAGEGHGOG
|CCsGAQUFEWEME GEwHEFdoFsuW TEXMFITCIT L YWd1 LEdp 2 ) AhMEBSwEw Y FRwdDahoE
|FIA10xgGrIZ0adPPyCrTSEgs e kuMCTTIZh0AHAE Ly 9 shEdvingl cnl =aldu Lty
(bE9Zc2xvEZEEZ lnMBO0GALTAD gOWEE JoFx 0 rdait dwiELLeZ 4t oQZuBub TA £B oW
jHSHEGDAWgBRIGeeSbSKdHGDZwPCZ?NaljIfoTAHngqhkiGSwDBAQUFAADCAQE&
\Neprra e 2h Sy FCES IMnESadt rTninor EW0 /T fud £ SADUOUE tkSarodHpdSeyg £26]
(WD Io2eYLZhT,/CetwdsHx 30/ Z02pp TYITHERv e BV MNOF T2 sHER PHpz4SPvS0QL1EY
IBst7gq03nKE01E204 /LE+hufgrx02TdgGddod cOvE2eodMQatykl/ 01wl C+4 PTuE fnrE
Imr+BhnSkn? 2 RENS L Ve s THab T An Mt AN ori HA | = 3E Az oM orah 3 e RAN LR 35 1T

Creating your certifying authority’s certificate

o Copy/ftp (binary mode) .crt to the your PC desktop

e Double-click the file and go to Certification Path tab

e Double click on VeriSign/RSA Secure Server CA

e (o to Details tab and press Copy to File...

e Press Next and select “Base-64 encoded X.509(.CER)” and press next
e Give the name as server.crt

e Press Finish

A new server.crt file will be present in your local PC. FTP back ca.cer file to your UNIX
host.



Step 5 - Import your Server Certificate to the Wallet.

After you receive your Server Certificate from your Certifying Authority you will need to import it
into your wallet. Copy the certificate to server.crt in the wallet directory on your server by one
of the following methods:

1. ftp the certificate (in binary mode)
2. copy and paste the contents into server.crt

Follow these steps to import server.crt into your wallet:

e Open the Wallet Manager as a background process:

ORACLE

. f
e From the menu click Wallet then Open.
e Answer Yes when prompted:
Your default wallet directory does not exist.
Do you want to continue?

Oracle Wallet Manager

\ vour default wallet directory does not exist.
Do sol want to continuer

e On the Select Directory screen change the Directory to your fully qualified wallet
directory and click OK



Select Directory

Choose a directory:
SH_lapps ]
-2 OBIEE linux 1 !

!,_
3

ORACLE

T wiallet f

2 Certificate:[Requested)

e Trusted Certificates
|53 Class 1 Public Primany
3 Class 2 Public Primany
FoE Class 2 Public Primary
—@,SEcure Server Cer‘tific%
E?,GTE CyberTrust RDDIE
=3 GTE CyberTrust Globe
—@Emrust.net Secure Ser;
—hﬁEmrust.net Cenificatid;
L3 Ertrust.net Secure Ser;




WiEllets Operations FHEIR
@.ﬁu Add Certificate Request. .

J;E Import User Certificate. .
{ Import Trusted Certificate. ..
Femowe Certificate Reguest. ..

Eemowe User Certificate. ..
Femowe Trusted Certificate. ..

Export User Certificate. ..
Export Certificate Reguest. ..

Expaort Trusted Certificate. ..
Export All Trusted Certificates. ..

Export Wallet. ..

Operations — Import Trusted Certificate

Import Trusted Certificate

Choose one of the following ways-ta add the certificate into your wallet:

I Paste the certificate
® Select afile that contains the centificate

Cancel )

&

e On the Oracle Wallet Manager Menu navigate to Operations - Import User Certificate.
Server certificates are a type of user certificate. Since the Certifying Authority issued a
certificate for the server, placing its distinguished name (DN) in the Subject field, the
server is the certificate owner, thus the "user" for this user certificate.



___Import Trusted Certificate

Enter path or folder name;

Jinstfapps/OBIEE_linux1/certs/apache B

Filter Files
[a1% ewallet.p1z2
SEFYEFR.CSE
Falders cwalletsso
T servercrt

Enter file name:

2k Lpdate Cancel

)
e Click OK.
e Double Click on server.crt to import it.
e Save the wallet:
On the Oracle Wallet Manager Menu click Wallet.
Verify the Auto Login box is checked.
Click Save.

Step 6 - Modify the OPMN wallet.

The Oracle Applications Rapid Install process creates a default "demo" opmn wallet in the
$INST_TOP/certs/opmn directory that can be used in test instances for basic SSL testing. Now
that the Apache wallet has been created you will need to to use these same certificates for
opmn. Use the following steps to backup and copy the wallets:

Navigate to the $INST_TOP/certs/opmn directory.

Create a new directory named BAK

Move the ewallet.p12 and cwallet.sso files to the BAK directory just created.

Copy the ewallet.p12 and cwallet.sso files from the $INST_TOP/certs/Apache directory to
the $INST_TOP/certs/opmn directory.

Step 7 - Update the JDK Cacerts File.

Oracle Web Services requires the Certificate of the Certifying Authority who issued your server
certificate (ca.crt from the previous step) to be present in the JDK cacerts file. In addition, some
features of XML Publisher and BI Publisher require the server certficate (server.crt from previous
step) to be present, Follow these steps to be sure these requirements are met:



¢ Navigate to the $OA_JRE_TOP/lib/security directory

e Backup the existing cacerts file.

e Copy your ca.crt and server.crt files to this directory
Issue the following command to insure that cacerts has write permissions:

chmod u+w cacerts

e Add your Apache ca.crt and server.crt to cacerts:

keytool -import -alias ApacheRootCA -file ca.crt -trustcacerts -v -keystore cacerts
keytool -import -alias ApacheServer -file server.crt -trustcacerts -v -keystore cacerts

When prompted enter the keystore password (default password is changeit).

Step 8 - Update the Context File.

Use the Oracle Applications Manager (OAM) Context Editor to change the SSL related variables as

shown in this table:

Variable
s_url_protocol
s_local_url_protocol
s_webentryurlprotocol
s_active_webport
s_webss|_port
s_https_listen_parameter

s_help_web_agent
s_login_page

s_external_url

Variable
s_url_protocol
s_local_url_protocol
s_webentryurlprotocol

s_active_webport

s_webentryhost
s_webentrydomain

s_enable_sslterminator

s_login_page

s_external_url

SSL Related Variables in the Context File

Non-SSL Value
http
http
http
same as s_webport
not applicable
not applicable
url constructed with http protocol and
s_webport
url constructed with http protocol and
s_webport
url constructed with http protocol and
s_webport

SSL Value
https
https
https
same as s_webssl_port
default is 4443
same as s_webss|_port

url constructed with https protocol and
s_webssl_port

url constructed with https protocol and
s_webssl_port

url constructed with https protocol and
s_webssl_port

Changes when using an SSL Accelerator

Non-SSL Value
http
http
http

same as s_webport

same as s_webhost
same as s_domainname

#

url constructed with http protocol and
s_webport

url constructed with http protocol and
s_webport

SSL Value
http
http
https

value of the SSL Accelerator's external
interfacing port

SSL Accelerator hostname
SSL Accelerator domain name

remove the '#' to use ssl_terminator.conf

in ssl terminated environments

url constructed with https protocol,
s_webentryhost, s_webentrydomain,
s_active_webport

url constructed with https protocol,
s_webentryhost, s_webentrydomain,
s_active_webport



s_url_protocol - https

s_local_url_protocol - https

s_webentryurlprotocol - https

s_active_webport - 443

s_webssl_port - 443

s_https_listen_parameter - 443

s_login_page - https://linuxl.com:443/0OA_HTML/AppsLogin

s_external_url - https://linuxl.com:443

Step 9 - Run Autoconfig

Autoconfig can be run by using the adautocfg.sh script in the Middle Tier
$ADMIN_SCRIPTS_HOME directory.

Error Faced — Apache is not starting

sh adapcctl.sh start

You are running adapcctl.sh version 120.7.12010000.2

Starting OPMN managed Oracle HTTP Server (OHS) instance ...
adapcctl.sh: exiting with status 204

adapcctl.sh: check the logfile
/d04/oracle/OBIEE/inst/apps/OBIEE_linux1/logs/appl/admin/log/adapcctl.txt for more information

cat /d04/oracle/OBIEE/inst/apps/OBIEE_linux1/logs/appl/admin/log/adapcctl.txt

06/05/10-23:47:06 :: adapcctl.sh: starting OPMN managed OHS instance

opmnctl: starting opmn managed processes...

opmn id=linuxl.com:6210
0 of 1 processes started.

ias-instance id=0OBIEE_linux1.linux1l.com



ias-component/process-type/process-set:
HTTP_Server/HTTP_Server/HTTP_Server/
Error
--> Process (index=1,uid=452071893,pid=3619)
failed to start a managed process after the maximum retry limit
Log:
/d04/oracle/OBIEE/inst/apps/OBIEE_linux1/logs/ora/10.1.3/opmn/HTTP_Server~1.log

06/05/10-23:47:12 :: adapcctl.sh: exiting with status 204

$LOG_HOME/appl/admin/log/adapcctl.txt

cat /d04/oracle/OBIEE/inst/apps/OBIEE_linux1/logs/ora/10.1.3/opmn/HTTP_Server~1.log
cd $LOG_HOME/ora/10.1.3/Apache/error_log.[number] & access_log

[Sat Jun 5 23:47:11 2010] [crit] (13)Permission denied: make sock: could not bind to port 443

Need to fix it

Step 10 - Customizations (optional)

In Release 12 we keep a non-ssl port open for those products which need to access some of their
pages via the http protocol, as well as the Oracle Applications Help System. If you wish to
disable the http port and force all users to access your pages via the https protocol you can add
a redirect rule to $INST_TOP/ora/10.1.3/Apache/Apache/conf/custom.conf file.

RewriteRule ~/$ https://<servername.domain:<port>/0OA_HTML/AppsLogin [R,L]:

RewriteRule */$ https.//<servername.domain:<port>/0A_HTML/AppsLogin [R,L]

Any updates you make to the custom.conf file will be preserved when Autoconfig is run.



Step 11 - Restart the middle tier services.

Use the adapcctl.sh script in the $ADMIN_SCRIPTS_HOME directory to stop and restart the
middle tier Apache services.

Section 4: Database Tier Setup

Oracle products such as Oracle Configurator, Order Management, iStore, Order Capture, Quoting,
iPayment, iStore, and Pricing access data over the Internet in HTTP or HTTPS connection mode.
The implementation of SSL for the Oracle Database Server (which acts as a client sending
requests to the Web server) makes use of the Oracle Wallet Manager for setting up an Oracle
wallet.

To enable SSL on the Database Tier you need only create a wallet. You do not need a server
certificate for this wallet. If you were required to import your ca.crt into the middle tier wallet
you will need to do it for this wallet also.

e After setting your environment for the database tier, navigate to the
$ORACLE_HOME/appsutil directory.
Create a new wallet directory named: wallet
Navigate to the newly created wallet directory.
e Open the Wallet Manager as a background process:
owm &
e On the Oracle Wallet Manager Menu navigate to Wallet -> New.
Answer NO to: “Your default wallet directory doesn't exist. Do you wish to create it
now?”
The new wallet screen will now prompt you to enter a password for your wallet.

Click NO when prompted:
“A new empty wallet has been created. Do you wish to create a certificate request at
this time?”
e If you need to import ca.crt:
On the Oracle Wallet Manager menu navigate to Operations -> Import Trusted
Certificate.
Click OK.
Double click on ca.crt to import it.
e Save the wallet:
On the Oracle Wallet Manager Menu click Wallet.
Verify the Auto Login box is checked.
Click Save.

To test that the wallet is properly set up and accessible, login to SQLPLUS as the apps user and
execute the following:

select utl http.request('[address to access]', '|[proxy address]',
'file:[full path to wallet directory]', null) from dual;
where:

'[address to access]' = the url for your Oracle Applications Rapid Install Portal.

'[proxy address]' = the url of your proxy server, or NULL if not using a proxy server.



'file:[full path to wallet directory]' = the location of your wallet directory.

The final parameter is the wallet password, which is set to null by default.

References:

http://avdeo.com/enabling-ssl-in-oracle-e-business-suite-release-12/

Metalink Note -ID 376700.1 - Enabling SSL in Oracle Applications Release 12

Note 376694.1: Using the Oracle Wallet Manager Command Line Interface in Release 12.
http://kannankumara.blogspot.com/2008/02/self-signed-certificate-for-oracle-as.html
http://tylermuth.wordpress.com/2007/07/27/oracle-wallet-w-self-signed-certificate/
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